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At Paladin Group, we’re deeply immersed in the fraud solution 

landscape. It’s our day-to-day work to understand the latest 

solution providers, services, and tools. As the number of  

solution providers and services grow, merchants’ options 

become complex and varied. As experts, we believe it’s our  

job to serve as an authority on these products and their 

strengths, areas of opportunity, and enhancements. Together, 

we can help service providers and merchants do a better,  

more well-informed job mitigating the risks that come with 

accepting payments in an omni-channel, card-not-present 

(CNP) world. With that said, the 2017 Paladin Vendor Report  

is purely informational. Paladin has not written any opinions, 

given any reviews, or is displaying any thumbs-up (or down) 

about the information contained in the report.

Paladin focused on several key areas 

during the discovery process. (Not all  

are applicable to every vendor, but  

for consistency, we examined each  

of the following wherever relevant.) 

PRODUCT - The vendor’s  

current functionality. 

SERVICES - Available offerings  

to help merchants during integration  

and throughout their client lifecycle,  

including reporting. 

BUSINESS DEVELOPMENT - Current 

partnerships and channels for direct  

and indirect customers.

MARKETING - The verticals vendors  

are focusing on and messaging 

SALES - A breakdown of market 

segments. 

TECHNOLOGY - How the product  

works from a technical perspective.

Introduction
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The solution providers in this industry segment offer logic 

designed to track users and prevent malicious activity by 

capturing and analyzing behavioral characteristics across 

the entire session, from login to check out and everything in 

between. These solutions compare known customer behavior 

in the case of an existing account as well as low- to high-risk 

behavior relative to overall order volume. Merchants can use 

these additional data points as an added layer in the overall 

decision process or decision on them specifically. 

User Behavior & Behavioral Biometrics
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Vendor Overview

NuData is a Mastercard-owned company headquartered in Vancouver, Canada that 

specializes in passive behavioral biometrics. Since their inception in 2008, they have 

maintained a heavy focus on research and development, looking for better and more 

sophisticated ways to distinguish automation from human and good users from bad. 

Their flagship platform, NuDetect (launched in 2013), marries enhanced device, 

connection, behavior, and passively collected biometric data to analyze and protect 

high-risk touchpoints throughout merchant and financial institution environments.  

In 2016 alone, the platform processed 97 billion of these touchpoint interactions.

The company’s recent acquisition by Mastercard provides additional stability and  

brand recognition, as well as potential for increased data volume and visibility into  

the Mastercard ecosystem.

Solutions & Functionality

NuData uses a multi-layered approach to understand a user’s digital interactions, 

analyzing the user across device and connection, behavioral analytics, passive 

biometrics, and the NuData Behavioral Trust Consortium. This behavioral data is 

continually aggregated as users interact with key touchpoints like login, online account 

origination, or transaction to create complex behavioral user profiles in real time.  

NuData continually analyzes this data to identify anomalies, spoofing, or unexpected 

user behavior. 

At a Glance:
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Participating Vendor: User Behavior & Behavioral Biometrics

NuData Security

This intelligence is generated and shared with NuDetect clients 

in real time, enabling them to do two key things: (1) identify 

higher risk activities before the submission point to apply friction 

or modify the risk profile and (2) provide a better experience to 

legitimate customers.

1. Passive biometric verification: NuData’s passive biometric 

analysis looks at how the user inputs into the device. This 

includes the collection of hundreds of features like typing 

speed, keystroke deviations, keystroke up/down analysis, 

pressure settings, accelerometer data, and how the device  

is spatially oriented. Passive biometric data allows NuData  

to do three key things. First, NuDetect is able to determine  

if the user interacting is human or non-human based on how 

the user is physically interacting with the device. Second, 

NuDetect is able to identify if an anomalous human is 

interacting with the device. Third, if the user is authenticated, 

NuDetect can build out passive biometric profiles, allowing 

NuDetect to provide a confidence score to see if it is the 

correct human authenticating into the trusted environment  

or an incorrect human who may have compromised a  

user’s authentication credentials.  

2. Behavioral analysis: NuData looks to understand how the 

data being analyzed relates back to historical data linked 

to that user. For example, if a user has always historically 

interacted on a Mac using the Safari browser, it would be an 

expected behavior of the user that they would be using a 

Mac with the Safari browser during future interactions. At the 

full population level, NuData looks to understand how the 

ratios of data are passing through the overall environment. 

For example, if the environment traditionally sees its overall 

user-base interacting via Chrome 20% of the time and Internet 

Explorer 35% of the time, it would be expected that these ratios 

would remain relatively stable at all times. If NuDetect starts 

to see deviations in the expected data ratios, it can identify 

these anomalous sub-populations to better understand if risk 

is present. NuDetect analyzes hundreds of data points in real 

time across both the individual user and full population to 

identify anomalous or risky behavioral interactions.

3. Device and connection intelligence: NuData analyzes the 

user’s device, connection, and location during each behavioral 

profiling event. This data is used to understand how the user  

is connecting to the environment and what device type is 

being used to interact within the environment. This enables 

NuData to understand if the user being profiled is coming  

from a device/connection that is expected for the environment 

or if the device/connection is attempting to spoof or obfuscate 

its true identity. As part of this analysis, NuData creates a 

token-based device ID and a configuration-based device 

fingerprint to continually identify the device each time it  
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Participating Vendor: User Behavior & Behavioral Biometrics

NuData Security

returns to the environment. Along with profiling the device, 

NuData analyzes the connection and geolocation data linked 

to the behavioral event to identify various types of anomalies 

or risk. The technology is fully proprietary and not reliant on  

a third-party provider.

4. NuData Behavioral Trust Consortium: The NuData 

Behavioral Trust Consortium brings together the billions  

of data points collected across the full NuData customer  

base to create a positive and negative data consortium. This 

allows NuData to identify when previously identified data may 

create a level of risk or validity within the client’s environment. 

During each profiling event, NuData collects and anonymizes 

key data points that are promoted into the NuData Trust 

Consortium. Positive and negative quintile rankings are 

assigned to these data points based on the level of risk or 

validity identified. This intelligence is then used to further 

identify the status of a behavioral profiling event.

NuDetect Core Monitoring Placements:

The NuDetect solution is designed to monitor user behavior 

and interaction at any form field interaction point throughout 

a web, mobile, native app, or Application Program Interface 

(API) environment. The examples below are the most common 

touchpoints where the NuDetect solution is integrated within a 

client environment.

1. Account creation (ATO): NuDetect identifies and mitigates 

malicious and non-human account creation events by 

identifying and analyzing the underlying behavioral interaction 

as well as using the vast dataset in the NuData Behavioral 

Trust Consortium. The solution can identify and mitigate 

malicious automation, and it can identify “directed human 

automation” (also known as “human farming”) and the use  

of synthetic and stolen identities.

2. Login/Authentication: In real time, NuDetect monitors 

every authentication event to identify if a valid human user is 

accessing their account or if a malicious entity is attempting to 

take unauthorized control of an account. At login, the solution 

mitigates against account takeover, brute-force access, and 

various types of account credential testing. Implementation 

on this placement allows for the passive recognition of good 

returning users, allowing for a better/reduced-friction customer 

experience, while still protecting the account against misuse. 
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Participating Vendor: User Behavior & Behavioral Biometrics

NuData Security

3. Transaction: At the transaction, NuDetect builds upon 

intelligence generated from account opening, login, and 

prior transactions (both in-session and historically) to identify 

elevated risks from session hijacking, man-in-the-browser 

attacks, and other malicious threats. This intelligence can be 

used to enhance existing risk controls to minimize friction and 

potential false positives, as well as optimization of fraud review 

queues using behavioral intelligence. Use of this product has 

shown positive results in the identification of awards abuse, 

unauthorized resellers, and the overall optimization of existing 

transactional review models.

In conjunction with these core monitoring placements,  

NuDetect can analyze and provide intelligence at a variety of 

other interaction points across the digital landscape based on  

the client’s needs and use-cases.

NuDetect Real-Time Intelligence:

At each behavioral profiling point interaction, NuData generates 

a score array consisting of a set of behavioral scoring elements 

which are returned to the client environment in real time. The 

score is generated based on the analysis of the user’s device, 

connection, behavior, and passive biometric data collected during 

each behavioral profiling event. The following section provides an 

overview of the types of intelligence provided by NuDetect.

Components of that decision can include the following:

• Real-time scoring intelligence: At each behavioral profiling 

point interaction, NuData generates a score array consisting of 

a set of behavioral scoring elements which are returned to the 

client environment in real time. This analysis uses “intelligence 

anchors” such as IP, email, account, phone, device, or credit 

card number to analyze current and historical behavioral 

interactions across the full NuDetect network to identify 

anomalies and solve specific client use-cases. The platform 

also allows clients to return real-time feedback allowing the 

NuDetect models to further learn in real time.

• Score – NuData generates a numeric score that provides  

a risk value for the event profiled.

• Score band – NuData passes back a Green/Yellow/Red 

score band identifier based on the total score generated  

for the event.

• Device ID – NuData will create a token-based Device  

ID that provides an exact device identifier to determine 

when a previously profiled device is returning to the  

client’s environment.  

• Device fingerprint – NuData will provide a configuration-

based device fingerprint that offers a lower-resolution 

device identifier that can be used to group similar device 

configuration types.

mailto:info@paladingroup.com


2017 paladin vendor report

8 | info@paladingroup.com

Participating Vendor: User Behavior & Behavioral Biometrics

NuData Security

• Behavioral intelligence signals – NuData generates Behavioral Intelligence 

Signals at each event profiling. Behavioral Intelligence Signals provide additional  

context into the risk or lack of risk identified during each profiling event. 

• Real-time evaluation:  Real-time rules and policy explanations using “NScript” (an 

easy-to-use rule language) gives users insight into the specific rule combinations 

triggered. NScript can also let users create and manage their own rules in house. 

The functionality includes preview mode, as well as revision history by user. These 

rules can stand alone or be placed in “rule families,” which can be focused on 

specific attack types, automation, account takeover, etc.   

• Real-time policy enforcement: NuDetect can facilitate real-time policy 

enforcement though the NuDetect policy enforcement engine. It can dynamically 

display interdictions such as an SMS, Push to Mobile, or captcha. Along with 

providing the full enforcement solution, NuDetect can intelligently alert when in-

house client interdiction enforcement policies should be triggered. 

• Client Analysis Portal: The Client Analysis Portal provides the client with a full real-

time visualization of behavioral intelligence data collected on the web, mobile, native 

app, or API environments. The portal displays the environment at multiple levels 

spanning from the full aggregate view, individual user profiles, session interaction 

analysis, and aggregate behavioral analysis visualization. The interface can drill down 

and provide extensive details for each activity, pivoting on signals (or rules) and 

placement (touchpoints mentioned above). 

Service levels for availability are guaranteed at 99.99 percent, with a 300MS processing 

time Service Level Agreement (SLA) for API calls.

CUSTOMER TESTIMONIAL

“(NuData) allows us to understand 

what customers are doing before we 

take their money.  We can establish 

a baseline of what were seeing and 

introduce or remove friction points 

based on this intelligence.”

CUSTOMER TESTIMONIAL

“(NuData) allows us to break down 

friction for good users while preventing 

the fraud.  Treat good customers  

with white gloves and bad customers 

like criminals.”
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Services Offered:

Customer service prioritization follows a three-tier process:  

1. 24/7 emergency support: A 15-minute response SLA, 

including outages, major performance issues, etc.  

2. Non-production impacting: A 24-hour response SLA 

3. Success manager: Offered as needed, such as for a  

long-term strategy.

Prior to integration, the Customer Success team is engaged  

with merchant clients and maintains that support through  

the growth phase. The key focus centers on identification of 

pain-points, specific handoffs, and management of the  

30-day modeling period.  

A typical project track would progress through a three- 

phase process.

1. Project scope and kickoff: Customer success is engaged 

throughout this process, with emphasis on success and 

implementation criteria. It includes one to two days of 

scoping meetings to identify the use cases, placement 

mapping, ID success criteria, technical site walk-through,  

and review of the integration documentation.

2. Integration and coding: This can take as few as two  

weeks, but the average timeframe is 90 days depending  

on the number of touchpoints and teams involved.

3. Post-coding analysis and optimization: This stage includes 

implementing models in silent monitoring mode to allow 

analysis and model behavior. Next is a collaborative tuning 

phase, and a 30-day “learning period” is typically required for 

high-probability performance. 

Participating Vendor: User Behavior & Behavioral Biometrics

NuData Security
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Paladin would like to thank all of the participating vendors for their time and 

availability during the discovery and post-writing processes. We also would like to 

remind all readers of this report that they can email us at info@paladinfraud.com to 

let us know which vendors they would like to see participate in the refresh of this 

report which will be published in early 2018. Again, anyone who downloads the 

report will automatically be emailed the refreshed version upon publication.
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